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1) http://www.bitdefender.com/business/free-trials/2759/?pid=techsoup [Z7ZHtXLTL=&LY,

l B Bitdefender GravityZone Busine: X

& > C {t & bitdefender.com/business/free-trials/2759/7pid=techsoup B 2 W& ° :

Try Bitdefender Gravityzone

Top 5reasons why you Try before you buy
should try Bitdefender

(Cravi . You are moments away from getting your free trial.
oran ltyzone' Just fill out the form below:

#1 Ranked in major independent tests for protection,

performance, and usability and trusted to protect Fields marked with * are mandatory

more than 500 Million endpoints globally

Product:* Bitdefender GravityZone Business Security
#2 Global Protective Network analyzes and correlates
information from 500M endpoints and other sources First Last
to anticipate, prevent and detect attacks anywhere in Hames RHames
the world in less than 3 seconds

Email Address:*

#3 Advanced endpoint protection utilizing machine Phone Number:*

learning and advanced heuristics to detect and block

ouan tha mnet ennhicticatad ranenmruarara and 7arm. Comnanw*
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Company: 17.'.(% Company:*
Country: Japan | R4 7
Captcha code: Y&l b Country:* Japen ”
Captcha code:* P

I'm not a robot
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Bitdefender

Log in to GravityZone

Enter your details below:

Ermail address:
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Bitdefender

Log in to GravityZone

Enter your details below:

I—Y—ZABEICK RTINS

Password:

AV SYESEN

Reset my password
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Local installation

Install on this computer now Send email invites for multiple
installs

Important: Installation packages downloaded with the above links work only for your company. Do not use these installation

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
Mimehboowen]
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6) [EARMIZ(X][Install Protection ({fRED A AF—JL)] D T ® [Computers and Virtual Machines (A E 1—42 &R
IV 27%0)vILLET,

Bitdefender Essential Steps

GravityZone

Install Protection

Computers and Virtual Machines Security Server
»

Local installation

® ®

Install on this computer now Send email invitt-'ils for multiple
installs

Important: Installation packages downloaded with the above links work only for your company. Do not use these installation
packages for other companies.



7)ERALTWS/\Yav(ZIBitdefender &4 > Ah—ILF 535& X, lnstall on this computer now1Z&4') L.
1) ITEATLZELY,
{BL. #ERLTWSPCTILZL, thDPCIZBitdefender® Ex A A— LT BIHEE(IL 8) ITHA TLIZELY,

Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Uy

Local installation

‘ Install on this computer now Send email invitt-'ils for multiple
installs

Important: Installation packagt

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

R

Local installation

Send email invites for multiple
installs

Install on this computer now

® { @

Important: Installation packages downloaded with the above links work only for you . U0 not use these installation

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Local installation

Send email invites for multiple installs

X—I)LT7 KL X% AL
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Important: Installation packages downloaded with the abowve links work only for your company. Do not use these installation
packages for other companies.

Ta install the client on an endpoint, you have to create an installation package in

Network > Packages page from Contral Center, then download it and run it manually on Dashboard

the target endpoint.

When done, the endpoint will appear in Control Center as protectad under its network ——

Don't show again




10) Mnstallation 1LV Z A R IL D A—JL AR T Installer for Windows J(for MAC, Linux) ELVOXEFEMHY . URLY I HEES
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Installation

| «
nareply-gzc@info_bitdefender.com |
@x =W SHEINFOC)

@ co - SOEFCERIEIRAE. IORMILT Web FITH-TERL TR,

Hello!
Bitdefender

GravityZone

Your Network Administrator invites you to install Bitdefender Endpoint Security Tools on your
computer.

Click the link that cormesponds fo your operating system to download and run the installer.

Installation

Install Endpoint Security by Bitdefender

wies you 1o Install Bndefender Endpoint Security Tools on your

M M |m

computer
Click the link that cormes, s fo your operating system to download and nun the installer

Endpoint Security by Bitdefender unobtrusively protects any number of computers by using
number-one-ranked antimaiware technology combined with firewall, intrusion detection, web access

filtering, sensitive data protection and application control. Employee productivity is

h low resource consumption, optimized system scanning and automated security that
end-user interaction.

AV RAL=ILT B/ AV DREEICHITDED)VD

'he nsiallation package is intended for Japan NPO Center 's use only. Do not try to run it on
devices that are not part of your company.

We hope you enjoy using the #1-ranked security technology!
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1/3 Preliminary checks Bltdefendel’uﬂ\@’b ﬂF 1 U
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e Checking the connectivity between endpoint and server
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Bitdefender
Endpoint Security Tools
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ToAVAE=ILART T 5 E [Restart required] EWHBEEATSHDT [Restart] #271U v 7 LTLIEE L,
PCHAEFMICHIEI SN E T,

1/3 Preparing environment...

In order for Bitdefender Endpoint Security Tools to work properly and avoid performance issues, the Restart required
following applications will be uninstalled.

e Symantec Hosted Endpoint Protection

The Setup Wizard requires a system restart in order to continue. After restart
the installation process will be automatically resumed.

F) ZoOEmEIE [Symantec Endpoint Protection] ' s emmm=
I/ AVICA VYA M= LENTWVWBEHEETYT,

[Continue| #21U v

\ [Restart] #2 Y w2

EriItddpeoﬁi?gizurity Tools g Ejj E/‘] (2 PCb\EEEﬂ é 7hz i 'g_
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1) Bitdefender GravityZone = v t @ — L& v X —
( https://gravityzone.bitdefender.com/ )27 7t X L TL 72 & Ly,

IE Bitdefender GravityZone Contro’ X

= X

€« > C O @ gravityzone.bitdefender.com/?adobe_mc=MCMID%3D14525535210833663900743633467422254148%7CMCORGID%3D0E920C0F53DAEIBOA490DA5%2540Adobe0rg%7... 37 e E

Bitdefender

Log in to GravityZone

Enter your details below:

Email address:
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l E Bitdefender GravityZone Contro! X

<« =2 C 0 8 gravityzone.bitdefender.com/?adobe_mc=MCMID%3D14525535210833663900743633467422254148%7CMCORGID%3D0E920C0F53DAIEIBOA490D45%2540Adobe0rg%7... ¥ e

Bitdefender

Log in to GravityZone

Enter your details below:

I—Y—ZABEICK RTINS

Password:

AV SYESEN

Reset my password
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Local installation

® O, 707

Install on this computer now Send email invites for multiple
installs

Important: Installation packages downloaded with the above links work only for your company. Do not use these installatig

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
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[ B sitdefender GravityZone X

&€ -5 C { & cloud.gravityzonebitdefender.com

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

= Bitdefender

(*) AddPortlet ( Refresh Portlets

Welcome, Hideo Watanabe

GravityZone
Dashboard > My Account ations {
Computers - Malware Status Q! D Computers - Top 10 Det
| My Company
MNetwork i
From New Device
Integrations
Packages
Credentials Manager ravityZone account was
Tasks o log in to Control Center

Risk Management

Help & Support

n unrecognized device.
IP: 121.119.124.9

Feedback 05: Windows
- Clients with no detections Mo client has been inst er: Chrome (86.0.4240.183)
Security Risks Logout nd time: 11 Nov 2020,
231 +02:00
Eolicies If you know you have logged in to

Assignment Rules

Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can

Reports disregard this email.

If you have not logged in to
; Control Center and believe
Quarantine
Scan infected targets someone may have accessed your

account, you should reset your

Accounts password.

User Activity Computers - Computer Protection Status G D Computers - Security Audit Show more >

Conficoration

B 2020-11-11, 14:54:31



3) BEEM(AVY—IL) DA LERICIWelcome, BixE R IDHY . EDHEMEICHAIVIZE0)v LTS,

FOyvT A - A= a—hi5 [My Company (R4 - A /8=—)] ZBRL Ty ILTLIZELY,

B sitdefender GravityZone

€ 5 C {Y #& cloud.gravityzonebitdefender.com

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

Bitdefender

= GravityZone
Dashboard

Network

Packages
Tasks

Risk Management

Security Risks
Policies

Assignment Rules
Reports
Quarantine

Accounts

User Activity

Confiquration

(*) AddPortlet (' Refresh Portlets

Computers - Malware Status

Scan infected targets

Computers - Computer Protection Status

@My Company#

EIRLTOY Y

Computers - Top 10 Det

ent has been inst

Computers - Security Audit

Welcome, Hideo Watanabe

My Account

My Company
Integrations
Credentials Manager
Help & Support
Feedback

Logout

cations o)

From New Device

GravityZone account was

to log in to Control Center
Bn unrecognized device.
EIP: 121.119.124.9

e 0S: Windows

er: Chrome (86.0.4240.183)
end time: 11 Nov 2020,

131 +02:00

If you know you have logged in to
Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can
disregard this email.

If you have not logged in to
Control Center and believe
someone may have accessed your
account, you should reset your
password.

Show more >

B 2020-11-11, 14:54:31
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[ B Eitdefender GravityZone

€« 5 C { & cloud.gravityzonebitdefender.com a T ° H

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

= Bitdefender

GravityZone

@ Add Portlet (' Refresh Porilets Welcome, Hideo Watanabe

Dashboard Company Details Notifications o)
Network Company Mame: Japan NPO Center Login From New Device
Packages Address:

Your GravityZone account was
Tasks used to log in to Control Center
from an unrecognized device.

i Country: * Japan - Device IP: 121.119.124.9
Risk Management Device 05: Windows
i Browser: Chrome (86.0.4240.183
Security Risks My Company 1D - N Date and time: 11{Nuv 2020, }
) 07:54:31 +02:00
Policies Phone: If you know you have logged in to

Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can
Reports disregard this email.

If you have not logged in to
Control Center and believe

Logo:

Assignment Rules

Quaranting
Allow your partner to assist with the s{nmenr;e L Eavfdacceiﬁd JOxy
account, you should reset your
Accounts security management of this company password.
User Activity Show more >

Contact person HH 2020-11-11, 14:54:31



4)BR—IFTIZRIO—)LLTLK &, [License (T4 R)[EWLVSEIZLaAVABYET,
[Type (34 F)] 74— ILE® [Trial (k547 JL)] % [License (542 R)] [TEFRLTIZELY,
S ERGERZNERHTAESIE. COT—ILRIERTINEFBFAD T, ROATYTITEATES

LYo
[ B sitdefender GravityZone X il

« > C O 8 cloud.gravityzone.bitdefender.com

Your licenses for the following features have expired: Computers and Virtual Machines, Viriual Machines, Mobile Devices, Exchange Protection

= Ef;ffﬁfﬁ?de" (® AddPorlet (' Refresh Portlets Welcome, Hideo Watanabe
Dashboard Notifications el
Network @
- Login From New Device
Packages Type Trial

Your GravityZone account was

Tasks Expiry date: Licensed: Unlicensen: ol Center
12 November 2021 1 0 [ Tri = A - o
ovember
Risk Management Trial] &EEHMINTWDHEZ A% =
1] .4240.183
Security Risks Add-on key: 7 ) 7/ 7 L T 2020, :
. . <
- \
— [License |Z:& RLTIZELY, st e
Bitdetender Parter Change TITETTITITET UEVICE, T e?ﬂ:&i:iﬂ'll
Assignment Rules be automatically added to your
Company Name: Trials - New generation trusted devices list and you can
Reports disregard this email.
1D: €55be84c0c8913f29ddf67604e3d7161 If you have not logged in to
Quarantine Control Center and believe
Address: someone may have accessed your
account, you should reset your
Accounts password.
User Activity Show more >
Fhone: i 2020-11-11, 14:54:31
Configuration

@ See all notification

Cancel



5)[License Key (T4t RAF¥F—)] F4—ILFIZ, 5IZBitdefenderM o E SN TETNNDA—ILIZEHNNTLVS
[License Key] Z A AL TS,
[License Key] ABLT=6. [Check(FTv)] &0)vIL T, SARF—ZHERELET,
Bi%IC 3 [Save (RT)] 20Uy ILT. SAEVRADEMILERTLET,
7E)[Add-on Key (P RA 2 F—) 74— ILRIZIFfAIEHE A B LEWLTLIZELY,

l B sitdefender GraviyZone x

& &> (C { & cloudgravityzone.bitdefender.com a ° :

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection :

«  Bitdefender @ AddPortet  C Refrosh Portt (DLicense Key (451: ABC1DEF) %

Dashboard )\jj L/T(Tfé[l\o

Packane. License Key: ABC1 DEF

Login From New Device

@ E*}JHE I}Eh§§ Ij:i::r::;:rznm :.icensed: :Inlicensed: :;tal: :-\:ailablefors @ [Check(a__l‘yb)] %7[} \yOLT<T£éL\O
RN 5D THERR

L/T(T‘ é Ly Add-on key: Date and time: 11 Nov 2020,
. o 07:54:31 +02:00

If you know you have logged in to
Bitdel :E’ 7(_\ \ o \ I Control Center from the above
. ~‘<T—- 'é mentioned device, the device will
Assignment Rules 1E‘I- A jj L d‘ L —C = L " be automatically added to your
Compe., - trusted devices list and you can
Reports disregard this email.
1D: c55beB4c0c8913f29ddf67604e3d7161 If you have not logged in to
Control Center and believe
Address: someone may have accessed your

account, you should reset your
Accounts password.

e ohone @ [SAVE(RFE)1 &)y LTSN, B

fH 2020-11-11, 14:54:31

Quarantine

Configuration

See all notification




* Bitdefender GravityZone Business Security®d >4 > A &R 75i% (My CompanyElHE)

[ B Bitdefender GravityZone x

€ 5 C {} & cloudgravityzone.bitdefender.com (ST °

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

pe= Bitdefender Welcome Hideo Watanabe

GravityZone — . .
REDTIUAF Total (4> A h— )L AT BE7E #a%k)

Dashboard Notifications £

Network License
Lc-gin From New Device
Packages Licenze Key: ABC1DEF
Your GravityZone account was
Tasks Expiry date: Licensed: Unlicensed: Total:  Awvailable for servers: used to log in to Control Center
. device.
12 November 2021 1 0 50 15 Available for servers 4.9

Risk Management

Expiry date (B ZIHAE)

(H—/\—Ff=IELinuxIZA > A k— 0.3240.155)
JURIBETS#R20)

Licensed
] O S 1.3 x logged in t

(:fkl:ll:l /r-/x'\ )b/ﬁHPCﬂ) Control Center from th;?aizvem ’

mentionad device, the device will

be automatically added to your

art

Assignment Rules

Company Name: Trials - New generation trusted devices list and you can
Reports disregard this email.

1D: c55be84c0c8912f29ddf67604e3d7161 If you have not logged in to
Quarantine Control Center and believe

Address: someone may have accessed your

account, you should reset your
Accounts password.
User Activity Show more >

Phons. 4 2020-11-11, 14:54:31

Configuration

E Cancel '@:ﬂ' See all notification
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€« > C O @ gravityzone.bitdefender.com/?adobe_mc=MCMID%3D14525535210833663900743633467422254148%7CMCORGID%3D0E920C0F53DAEIBOA490DA5%2540Adobe0rg%7... 37 e E

Bitdefender

Log in to GravityZone

Enter your details below:

Email address:
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Bitdefender GravityZone Business Security® &R E @ IZ(ZL\WET,
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

R

Local installation

Send email invites for multiple
installs

Install on this computer now

® { @

Important: Installation packages downloaded with the above links work only for you . U0 not use these installation

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
M b bcrorwrel
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VI BRI BEMENHYFET D TITFELZELY)

Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Local installation

Send email invites for multiple installs

A—=IT RLREAST (BEHEDA—ILT FLZANTE)

ANDLicozs Uy

Important: Installation packages downloaded wi
packages for other companies.

To install the client on an endpoeint, you have to create an installation package in

Network = Packages page from Control Center, then download it and run it manually on Dashboard

the target endpoint.

Te above links work only for your company. Do not use these installation

When done, the endpoint will appear in Control Center as protected under its network Netwnric

Don't show again




3) lNnstallation | ELVS AR A RILD A— LAY, noreply-gzc@info.bitdefender.com MHELNTEET,

A 3| Zlnstaller for Windows I(for MAC, Linux) EL\SXFA®HY . URLUVIMBE>THYET . 1V A—ILF S/
DIEFEICHOBDZED) v ILTLIZELY,
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Installation _
@ lr:aﬂ:rg;f{imf:ijmpfendpr.mrn | 5
@ it SOBTCBRISHRAE, CoaMILT Web T3 -TERL TR I’bl b!
Bitdefender
GravityZone
Your Network Administrator invites you to install Bitdefender Endpoint Security Tools on your
computer.
| : Click the link that cormesponds fo your operating system to download and run the installer.
nstallation

Install Endpoint Security by Bitdefender

r Metwork Administrator invites you 1o Install Bridefender Endpeint Security Tocls on your
computer

M M |m

link that comesponds. to your operating system to download and nm the installer

Endpoint Security by Bitdefender unobtrusively protects any number of computers by using
number-one-ranked antimaiware technology combined with firewall, intrusion detection, web access
filtering, sensitive data protection and application control. Employee productivity is

h low resource consumption, optimized system scanning and automated security that
end-user interaction.

AV RAL=ILT B/ AV DREEICHITDED)VD

'he nsiallation package is intended for Japan NPO Center 's use only. Do not try to run it on
devices that are not part of your company.

We hope you enjoy using the #1-ranked security technology!
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Bitdefender Essential Steps
GravityZone

Install Protection

Computers and Virtual Machines Security Server

Local installation

® O, 707

Install on this computer now Send email invites for multiple
installs

Important: Installation packages downloaded with the above links work only for your company. Do not use these installatig

packages for other companies.
To install the client on an endpoint, you have to create an installation package in
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[ B sitdefender GravityZone X

¢« > C 0

@ cloud.gravityzone.bitdefender.com

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

= Bitdefender

GravityZone

(*) AddPortlet ( Refresh Portlets

Welcome, Hideo Watanabe

Dashboard

G ®» X Computers - Top 10 Det

Packagesz 7 U v o } .

MNetwork

Tasks

Risk Management

Clients with no detections Mo client has been inst

Security Risks

Folicies

Assignment Rules

Reports
Quaranine Scan infected targets
Accounts
User Activity Computers - Computer Protection Status Q! O] X Computers - Security Audit

Conficoration . .

My Account

My Company
Integrations
Credentials Manager
Help & Support
Feedback

Logout

ations {

From New Device

ravityZone account was
o log in to Control Center
n unrecognized device.
IP: 121.119.124.9
O5: Windows
er: Chrome (86.0.4240.183)
nd time: 11 Nov 2020,
131 +02:00

If you know you have logged in to
Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can
disregard this email.

If you have not logged in to
Control Center and believe
someone may have accessed your
account, you should reset your
password.

Show more >
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Due to a scheduled update, Conirol Center will be unavailable from 202011719 17:00:00 GMT+09:00 to 2020/11/19 20:00:00 GMT+093:00. Release Noles

< Bitdefender Welcome, Hideo Watanabe

GravityZone

Dashboard @f,‘ Addz7o Y v o

What's New
Network S “ Type e L= AT For the full list of changes, check the Release Notes,
Packages ;
SEPTEMEER 2020
Tasks ExSET BEST English ERA
Risk Management » New widgats in the Risk Management
Security Risks 5:322:ard to show you how many users and
Paolicies show maore
Aszignment Rules MSP & Partners
Reports * New options for handling situations with
migrated companies.
Quarantine
Accounts show more
User Activity Licensing
Configuration * License Usage Limit Has Been Reached
now includes the list of the unlice...
show moare
Maintenance
First Page Page 1 of1 Last Page | 20 "

U R TR R TR [N (U N 1 [ T S



New Endpoint Package

B ERELHE DT TR,
() : EA/ %y 4 — /FULL Package)

General
Mame: *
Description:
=:zA A 152 S )
Language: English = m:': BEA TS s LYo e = =
HBAZIEIHY FHEADT, EEBH LLIIHDF
Modules: Device Confrol | ZB A4 BN 72X Ly,

Advanced Threat Control Power User
Advanced Anti-Exploit

Firewall

"Modulesn [ X, F0E
BT ICERESNTWLSDD
T EBLBEWZ EAE
\7\7\)< L9,

Metwork Protection
Content Control

Network Attack Defense

Relay

Roles:

B | _ Scan mode/ Settings / Deployer®
Additional settings: Remove Competito QE L/ 7'3: e é: 7& EFSX Z A L/ i _a_o
Scan mode

O Automatic Automatic | 245 (ZSaveZz 7 1) v 7 L TL 72 &Ly, }
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Dashboard +) Add (¥ Download

What's New

Network Name For the full list of changes, check the Relzass MNotes,
Packages
SEPTEMBER 2020
Tasks BEST English
ERA
Risk Management * Mew widgets in the Risk Management
Security Risks Das;lhboard to show you how many users and
devices ..
Paolicies show more
| ® [Send download links| %27 U w79 3%
Assignment Rules EX/ -3 MSP & Partners
Reports Add » Mew options for handling situations with
migratad companies.
Quarantine Download
Accounts Send download links show more
User Activity Delete Licensing
Configuration * License Usage Limit Has Been Reached
now includes the list of the unlice...
show maore
Maintenance
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[Send &0y L TLIZELY,
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Installation Links b

Send email invites for multiple installs
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« Installation links ABDLEE2Y vy
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Installation
iy web F3Hf—TEFLTERA I—bl b!
Bitdefender
GravityZone
Your Network Administrator invites YO to install Bitdefender Endpnint S'Eil:I.ll'“.'j‘I Tools on Your

computer.
Click the link that corresponds to your operating system to download and run the installer.

Installation

Install Endpoint Security by Bitdefender

Halla!

512l Bitdefender Endpoint Security Tools on your

Endpoint Security by Bitdefender unobtrusively protects any number of computers by using
one-ranked antimalware technology combined with firewall, intrusion detection, web access

filtering, sensitive data protection and application control. Employee productivity is
h low resource consumption, optimized system scanning and automated security that

end-user interaction.

number-

AVA—=ILT B/ DIREEICHIEDED )V
'he nsiallation package is intended for Japan NPO Center 's use only. Do not try to run it on
devices that are not part of your company.

We hope you enjoy using the #1-ranked security technology!
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[ B sitdefender GravityZone X

&€ -5 C { & cloud.gravityzonebitdefender.com a 1Y o :

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

= Bitdefender

(*) AddPortlet ( Refresh Portlets

Welcome, Hideo Watanabe

GravityZone
Dashboard > My Account ations {
Computers - Malware Status Q! D Computers - Top 10 Det
| My Company
MNetwork i
From New Device
Integrations
Packages
Credentials Manager ravityZone account was
Tasks o log in to Control Center

Risk Management

Help & Support

n unrecognized device.
IP: 121.119.124.9

Feedback 05: Windows
- Clients with no detections Mo client has been inst er: Chrome (86.0.4240.183)
Security Risks Logout nd time: 11 Nov 2020,
231 +02:00
Eolicies If you know you have logged in to

Assignment Rules

Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can

Reports disregard this email.

If you have not logged in to
; Control Center and believe
Quarantine
Scan infected targets someone may have accessed your

account, you should reset your

Accounts password.

User Activity Computers - Computer Protection Status G D Computers - Security Audit Show more >

Conficoration
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[ B sitdefender GravityZone

€« > Cq

MNetworkzx 2 1 v &

8@ cloud.gravityzone bitdefender.com

5, Virual Machines, Mobile Devices, Exchange Protection

P
(=) Remove

@Computer and Groups&x 7 ') v &

Dashboard [{.] Add (@

Ry

Edit

ations

BCEET,

Nam 0s P Last Seen . -
- E5 Japan NPO Center Login From New Device
Packages
+ Computers and Groups .
Your GravityZone account was
Tasks & Computers and Groups N/A used to log in to Control Center
+ il Deleted from an unrecognized device.

. & Deleted N/A Device IP: 121.119.124.9
Risk Management Device 0S: Windows

Security Risks [ B sitdefender GravityZone x
Policies & > C {} @& cloudgravityzonebitdefender.com

Assignment Rules

Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection
Reports Bi
- itdefender :
1= GravityZone Welcome, Hideo Waianabe
Quarantine
Dashboard (® Add (@ Edit (5 Remove ® ® © @ G & © @
Accounts
Network - =5 Japan NPO Center Name os ] Last Seen
User Activity v
Packages
- i Computers and Groups

Configuration Tasks 3 INPOC-032 Windows 10 Pro 192.168.1.37 Now

@ Gravity Zoneh 1 v A k—ILENT .
WAy AVHA—BETERRINS,
ZHEO/Yy AR EZ DY Y
RezxzR5Z &N TE S,

TSETTICTVITY

Configuration

Notifications 9

Login From New Device

Your GravityZone account was
used to log in to Control Center
from an unrecognized device.
Device IP: 121.119.124.9

Device 0S5: Windows

Browser: Chrome (86.0.4240.183)
Date and time: 11 Nov 2020,
07:54:31 +02:00

If you know you have logged in to
Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can
disregard this email.

If you have not logged in to
Control Center and believe
someone may have accessed your
account, you should reset your
password.

Show more >

FH 2020-11-11, 14:54:31
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Your licenses for the following features have expired: Computers and Virtual Machines, Virtual Machines, Mobile Devices, Exchange Protection

1= E:.Eﬂﬂiﬁ?der @ Add Porlet (' Refresh Porilets Welcome, Hideo Watanabe
Dashboard > My Account ations {
Computers - Malware Status Q! O] X Computers - Top 10 Det
1 My Company
MNetwork i
From New Device
Integrations
Packages
Credentials Manager ravityZone account was
Tasks o log in to Control Center
Help & Support n unrecognized device.
i IP: 121.119.124.9
Risk Management Feedback 05: Windows
- Clients with no detections Mo client has been inst er: Chrome (86.0.4240.183)
Security Risks .
. . “ Logout nd time: 11 Nov 2020,
Policiesx 7 U v & } :31 +02:00

If you know you have logged in to
Control Center from the above
mentioned device, the device will
be automatically added to your
trusted devices list and you can

Assignment Rules

Reports disregard this email.

If you have not logged in to
; Control Center and believe
Quarantine
Scan infected targets someone may have accessed your

account, you should reset your

Accounts password.

User Activity Computers - Computer Protection Status G D X Computers - Security Audit Show more >
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[Add] =27 VU v LTI,

[ B Eitdefender GravityZone

« 5 C 0O 8 cloud.gravityzone.bitdefender.com a °

Due to a scheduled update, Control Center will be unavailable from 2020/11/19 17:00:00 GMT+09:00 to 2020/11/19 20:00:00 GMT+09:00. Release Noles

< Bitdefender

GravityZone

Addz= 2o U v o

Dashboard || Notifications ]
Metwork i ; ied... =
Created by Modified on Targets Active/ Applied Company Malware Outbreak
Packages
A malware outbreak has been
Tasks O—77)LAiL 20— (default) info@techsoupjapan.... 13 Movember 2020, ... 1 3f3/0 E&NPOtT4—  detected in your network! At least
100%(1) from a total of 1
Risk M ot endpoints were found infected with
15k Manageme “Heur.BZC.YAX.Boxter.251.1455FE
- FD" between 2020-11-12 12:35:08
Security Risks and 2020-11-12 13:36:12.
.. Show more =
Policies
HH 2020-11-12, 13:36:12
Aszsignment Rules
Malware Outbreak )
Reports
Quarantine Malware Qutbreak }
Accounts
Malware Outbreak }
User Activity
Configuration Malware Outbreak )
Malware Outbreak }
Page " of 1 . i & See all notifications
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Due to a scheduled updale, Conirol Center will be unavailable from 2020/11119 17:00:00 GMT-+05:00 fo 2020/11/19 20:00:00 GMT+09:00. Release Noles

P Bitdefender

GravityZone

Dashboard £ General . Policy Details @b 75\ U )(\_) ’a_ L) % E\fj % D) L-j— % ns O

” 0 ° ~
Metwork Details Name: = O—FuLAUZ— (1) <1§|J : |:| — jj )[/ ,'j—\ U /) — . ﬁ_—l—_ butbreak
o A
Packages Motifications Allow other users to change this policy ZIK}j_\ U :/ — 7’;;: c\_’_ )
outbreak has been
Tasks X your network! At least
Settings History 100%(1) from a total of 1
Risk M i endpoints were found infected with
isk Managemen Communication "Hnlalur.BZC.YAX.BGxter.251.1455FE
o Created by Hideo Watanabe FD" between 2020-11-12 12:35:08
Security Risks Updat and 2020-11-12 13:36:12.
e
Created on 17 November 2020, 12:10:51 Show mare =
Policies ; )
@ Antimalware B Modified on N/A B 2020-11-12, 13:36:12

Aszignment Rules

Malware Outbreak }

Reports
= Network Protection
Cluarantine @ 1 1] w Policy v Malware Outbreak '
¥ Device Control - Flrewe”%‘: 7 ) J/ 7 O]
Accounts Inherit from Action
%)) Relay + Malware Outbreak '
User Activity
"% Risk Management
Configuration Malware Outbreak '

Malware Outbreak }

See all notifications
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<« > C 0O 8 cloud.gravityzone bitdefender.com a °

Due to a scheduled updaie, Conirol Center will be unavailable from 202001119 17200200 GMT+09:00 fo 2020/11/19 20:00:00 GMT+09:00. Release Noles

P Bitdefender

GravityZone
Dashboard £ General +  Networks Notifications O
Metwark f i
# Antimalware N @ Malware Qutbreak
Factages ta Firewall N Network Profile  Identificatio MAC i Action
ame n n A malware outbreak has been
Tasks

c I detected in your network! At least
sl 100%(1) from a total of 1

L@)S ettingsx@ 27 U v o S e

Risk Management

o FD" between 2020-11-12 12:35:08
Security Risks - and 2020-11-12 13:36:12.
as
.. Show more =
Policies )
= Network Protection +
Assignment Rules Adapters .
¥ Device Control + P’ @ rNetWOI’k DISCOVGI’yJ
Reports T Network Profile Network Discovery N
) Relay . o N&ET [YES] m>TW53
Quarantine Wired Home [ Office Yes - =5
"%’ Risk Management < (‘_’_ 7& EE ST
Accounts Wireless Public Yes

Configuration Malware Outbreak }

Malware Qutbreak :

See all notifications
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| Rules ] @ [Name]| #7»'» [Network Printing] ## L. Him [Permission] DL ERHD %=
[Allow] (CZEL T, (DenyllZa > TWBIHENEZWNTT)
LTENM KD ->7-5 [Save] #27 U w7 LTLIZE W, D, [Set as default policy] ([T2DWTEM
N5zZerHY £TH. [OK] L THERL L 7=Policy%x [default] 2322 &2ERAXLFEFT,

[ B eitdefender GravityZone

€« - C {y #& cloud.gravityzonebitdefender.com

Due fo a scheduled update, Control Center will be unavailable from 2020/11/19 17:00:00 GMT-+09:00 to 2020/11/19 20:00:00 GMT+09:00. Release Noles

MRulesz 27 Y v o

Welcome, Hideo Watanabe

MNotifications

Create rules for applications blocked by IDS

MNeatwork 9 Antimalware +

Monitor process changes Malware Outbreak
Packages s Firewall - Ignore signed processes
A malware outbreak has been
Tasks I I detected in your network! At least
Bl Rules 100%(1) from a total of 1
Risk M i endpoints were found infected with
15k anagemen Settings "Heur.BZC.YAX. Boxter.251.1455FE
- = o =\ - ™ FD" between 2020-11-12 12:35:08
Security Risks +) Add 4) Up ¥/) Down s Export %) Import ) Delete and 2020-11-12 13:36:12.
L. Rule type Network Protocol Permission Show more =
Policies ® Network Protecti . . )
= ol otection 'a gt 11 e
. - @ Network Prl ntl ng % j:* Application Home [ Office,... ICMP Allows B 2020-11-12, 13:36:12
Assignment Rules
DRI ng ICMPVE Application Home [ Office,.. IPV6-ICMP Allowe
Reports
) Relay ing Remote Desktop Connections Connection Home [ Office,... TCP Allows @ AI IOW E g %
Quarantine
7\'3,7 Risk Managesment ing Emails Connection Home [ Office,... TCP Allow
Accounts

Browsing HTTP Application Home [ Office,... TCP Glware Outhreak '
LL r O ctinaihy
Hetwork Printing Application Home [ Office,.  Any
@Save 7& 7 U \\/ 7 Malware Outbreak !
Windows Explorer Traffic on FTP Application Home [ Office,... TCP Deny
Windows Explorer Traffic on HTTP Application Home [ Office,... TCP Deny Malware Qutbreak '
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